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HUB

A special type of network device called the "hub" can be found in many home and small business networks. Though they've existed for many years, the popularity of hubs has exploded recently... especially among people relatively new to networking. Do you own a hub, or are you considering purchasing one? This article explains the purpose of hubs and some of the technology behind them. 

Hub Concepts

A hub is a small rectangular box, often constructed mainly of plastic, that receives its power from an ordinary wall outlet. A hub joins multiple computers (or other network devices) together to form a single network segment. On this network segment, all computers can communicate directly with each other. Ethernet hubs are by far the most common type, but hubs for other types of networks (such as USB) also exist. 

A hub includes a series of ports that each accept a network cable. Small hubs network four computers. They contain four or sometimes five ports (the fifth port being reserved for "uplink" connections to another hub or similar device). Larger hubs contain eight, 12, 16, and even 24 ports. 

Key Features of Hubs

Hubs classify as Layer 1 devices in the OSI model. At the physical layer, hubs can support little in the way of sophisticated networking. Hubs do not read any of the data passing through them and are not aware of a packet's source or destination. Essentially, a hub simply receives incoming packets, possibly amplifies the electrical signal, and broadcasts these packets out to all devices on the network (including the one that sent the packet!). 

Technically speaking, three different types of hubs exist: 

· Passive 

· Active 

· Intelligent 

Passive hubs do not amplify the electrical signal of incoming packets before broadcasting them out to the network. Active hubs, on the other hand, will perform this function -- a function that is also present in a different type of dedicated network device called a "repeater." Some people use the terms "concentrator" when referring to a passive hub and the term "multiport repeater" when referring to an active hub. 

Intelligent hubs add extra features to an active hub that are of particular importance to businesses. An intelligent hub typically is "stackable" (built in such a way that multiple units can be placed one on top of the other to conserve space). It also typically includes remote management support via SNMP and virtual LAN (VLAN) support. 

Hubs remain a very popular device for small networks because of their low cost. A good five-port Ethernet hub can be purchased for less than $50 USD. So-called home networking kits package together one of these hubs and two matching Ethernet adapters for approximately $80 USD. 

Which Hub Is Right For You?

· A number of different factors determine the cost of a hub: 

· The number of ports it features 

· The speed rating 

· The manufacturer and their reputation for quality 

For many home networks, a four-port hub will be sufficient to build a LAN. An eight-port hub can cost twice as much as the four-port, but if room for future growth is a consideration, the extra cost may be a worthwhile investment. The five-port hub, with its "uplink" capability, offers a good compromise between up-front cost and future extensibility. 

The least expensive four-port hubs support only traditional (10 Mbps) Ethernet. 10 Mbps will adequately support Internet connection sharing of today's traditional dial-up, cable modem, and DSL services. A 10/100 hub supports both 10 Mbps and 100 Mbps (Fast Ethernet) connections. These higher-performance hubs can prove very useful in some situations. For example, online gamers who enjoy "LAN parties" and network game play at home will almost certainly notice a significant performance increase when running at 100 Mbps. Note that to run at this speed, both the hub and the network interface card (NIC) on the computer must be rated at 10/100 or 100 Mbps. 

When purchasing a hub, many people fail to consider the noise a hub can generate. Most hubs contain fans used to keep the unit cool, and the noise from these can range from barely perceptible to quite annoying depending on the quality of the manufacturing. The situation has improved in recent years: older hubs would sound something like a jet engine when powered on in a quiet room. Nowadays, some manufacturers have successfully eliminated the need for a fan in their hubs, and these are almost completely silent. 

Conclusion

Hubs offer a convenient, affordable way to build a home or small business network. Even the most basic hubs can provide satisfactory file sharing and Internet connection sharing for a LAN. They will work with traditional dial-up, cable modem, and DSL service. For high-performance networking such as online gaming, networkers will want a more expensive 10/100 Fast Ethernet-capable hub. Future high-speed Internet services like VDSL will almost certainly require Fast Ethernet performance as well. 

Hubs differ in the features they support as well as in performance, making direct comparisions difficult. Hubs provide just one way to implement internetworking. Alternatives to hubs -- including switches and routers -- generally offer more features, higher performance, and a higher price tag. 

SWITCH 

A switch is a networking component used to connect workgroup hubs to form a larger network or to connect computers that have high bandwidth needs. The switches provide superior performance to hubs but are more expensive. 
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When a signal enters a port of the switch, the switch looks at the destination address of the frame and internally establishes a logical connection with the port connected to the destination node. Other ports on the switch have no part in the connection. The result is that each port on the switch corresponds to an individual collision domain, and network congestion is avoided. Thus, if a 10-Mbps Ethernet switch has 10 ports, each port effectively gets the entire bandwidth of 10 Mbps-to the frame, the switch's port appears to provide a dedicated connection to the destination node. Ethernet switches are capable of establishing multiple internal logical connections simultaneously, while routers generally process packets on a first-come, first-served. 

There are two main types of switches. Layer-2 switches operate at the data-link layer of the OSI model and are based on bridging technologies. They establish logical connections between ports based on MAC addresses. Use layer-2 switches for segmenting your existing network into smaller collision domains to improve performance. Layer-3 switches operate at the layer 3 of the OSI model and are based on routing technologies. They establish logical connections between ports based on network addresses. Use these for connecting different networks into an internetwork. Layer-3 switches are sometimes called routing switches or multilayer switches. 

The actual mechanism by which switching occurs divides Ethernet switches into two general device classes. Store-and-forward switches buffer whole incoming frames, perform error checking, and switch the packet to the correct port according to the internal address table of the switch. This is similar to how bridges work, but this mechanism suffers from high latency (delay) as the frame is processed. Cut-through switches read only the source and destination addresses of an incoming packet, check the address table, and switch the packet to the correct port. Error checking is not performed. This kind of switching has extremely low latency but can cause problems by forwarding jabbers throughout the network. 

Difference between Hub n Switch:

A switch is effectively a higher-performance alternative to a hub. People tend to benefit from a switch over a hub if their home network has four or more computers, or if they want to use their home network for applications that generate significant amounts of network traffic, like multiplayer games or heavy music file sharing. In most other cases, home networkers will not notice an appreciable difference between a hub and switch (hubs do cost slightly less). 

Technically speaking, hubs operate using a broadcast model and switches operate using a virtual circuit model. When four computers are connected to a hub, for example, and two of those computers communicate with each other, hubs simply pass through all network traffic to each of the four computers. Switches, on the other hand, are capable of determining the destination of each individual traffic element (such as an Ethernet frame) and selectively forwarding data to the one computer that actually needs it. By generating less network traffic in delivering messages, a switch performs better than a hub on busy networks. 

ROUTER 

Router is a networking device that is used to extend or segment networks by forwarding packets from one logical network to another. Routers are most often used in large internetworks that use the TCP/IP protocol suite and for connecting TCP/IP hosts and local area networks (LANs) to the Internet using dedicated leased lines. 
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Cisco 2600 Rear Panel (Cisco 2611 shown)

Routers work at the network layer (layer 3) of the Open Systems Interconnection (OSI) reference model for networking to move packets between networks using their logical addresses. Routers contain internal tables of information called routing tables that keep track of all known network addresses and possible paths throughout the internetwork, along with the cost of reaching each network. Routers route packets based on the available paths and their costs, thus taking advantage of redundant paths that can exist in a mesh topology network. Because routers use destination network addresses of packets, they work only if the configured network protocol is a routable protocol such as TCP/IP or IPX/SPX. This is different from bridges, which are protocol independent. 

There are two kinds of router. Static routers must have their routing tables configured manually with all network addresses and paths in the internetwork. Dynamic routers automatically create their routing tables by listening to network traffic. (The first route must be configured manually, however.) 

Configuration Table

One of the tools a router uses to decide where a packet should go is a configuration table. A configuration table is a collection of information, including: 

· Information on which connections lead to particular groups of addresses 

· Priorities for connections to be used 

· Rules for handling both routine and special cases of traffic 

A configuration table can be a simple as a half-dozen lines in the smallest routers, but can grow to massive size and complexity in the very large routers that handle the bulk of Internet messages. 

A router, then, has two separate but related jobs. First, the router ensures that information doesn't go where it's not needed. This is crucial for keeping large volumes of data from clogging the connections of "innocent bystanders." Second, the router makes sure that information does make it to the intended destination. In performing these two jobs, a router is extremely useful in dealing with two separate computer networks. It joins the two networks, passing information from one to the other and, in some cases, performing translations of various protocols between the two networks. It also protects the networks from one another, preventing the traffic on one from unnecessarily spilling over to the other. As the number of networks attached to one another grows, the configuration table for handling traffic among them grows, and the processing power of the router is increased. Regardless of how many networks are attached, though, the basic operation and function of the router remains the same. Since the Internet is one huge network made up of tens of thousands of smaller networks, its use of routers is an absolute necessity. 

How Routers Know Where to Send Data

Routers are one of several types of devices that make up the "plumbing" of a computer network. Hubs, switches and routers all take signals from computers or networks and pass them along to other computers and networks, but a router is the only one of these devices that examines each bundle of data as it passes and makes a decision about exactly where it should go. To make these decisions, routers must first know about two kinds of information: addresses and network structure. 

When a friend mails a birthday card to be delivered to you at your house, they probably use an address that looks something like this: 

Joe Smith

123 Maple Street

Smalltown, FL 45678

The address has several pieces, each of which helps the people in the postal service move the letter along to your house. The ZIP code can speed the process up, but even without the ZIP code, the card will get to your house, as long as your friend includes your state, city and street address. You can think of this address as a logical address because it describes a way someone can get a message to you. This logical address is connected to a physical address that you generally only see when you're buying or selling a piece of property. The survey plat of the land and house, with latitude, longitude or section bearings, gives the legal description, or address, of the property. 

Every piece of equipment that connects to a network, whether an office network or the Internet, has a physical address. This is an address that's unique to the piece of equipment that's actually attached to the network cable. For example, if your desktop computer has a network interface card (NIC) in it, the NIC has a physical address permanently stored in a special memory location. This physical address, which is also called the MAC address (for Media Access Control) has two parts, each 3 bytes long. The first 3 bytes identify the company that made the NIC. The second 3 bytes are the serial number of the NIC itself. 

The interesting thing is that your computer can have several logical addresses at the same time. Of course, you're used to having several "logical addresses" bring messages to one physical address. You mailing address, telephone number (or numbers) and home e-mail address all work to bring messages to you when you're in your house. They are simply used for different types of messages -- different networks, so to speak. 

Logical addresses for computer networks work in exactly the same way. You may be using the addressing schemes, or protocols, from several different types of networks simultaneously. If you're connected to the Internet (and if you're reading this, you probably are), then you have an address that's part of the TCP/IP network protocol. If you also have a small network set up to exchange files between several family computers, then you may also be using the Microsoft NetBEUI protocol. If you connect to your company's network from home, then your computer may have an address that follows Novell's IPX/SPX protocol. All of these can coexist on your computer. Since the driver software that allows your computer to communicate with each network uses resources like memory and CPU time, you don't want to load protocols you won't need, but there's no problem with having all the protocols your work requires running at the same time. 

Routers Understand the Protocols

The first and most basic job of the router is to know where to send information addressed to your computer. Just as the mail handler on the other side of the country knows enough to keep a birthday card coming toward you without knowing where your house is, most of the routers that forward an e-mail message to you don't know your computer's MAC address, but they know enough to keep the message flowing. Routers are programmed to understand the most common network protocols. That means they know the format of the addresses, how many bytes are in the basic package of data sent out over the network, and how to make sure all the packages reach their destination and get reassembled. For the routers that are part of the Internet's main "backbone," this means looking at, and moving on, millions of information packages every second. And simply moving the package along to its destination isn't all that a router will do. It's just as important, in today's computerized world, that they keep the message flowing by the best possible route. 

In a modern network, every e-mail message is broken up into small pieces. The pieces are sent individually and reassembled when they're received at their final destination. Because the individual pieces of information are called packets and each packet can be sent along a different path, like a train going through a set of switches, this kind of network is called a packet-switched network. It means that you don't have to build a dedicated network between you and your friend on the other side of the country. Your e-mail flows over any one of thousands of different routes to get from one computer to the other. 

Depending on the time of day and day of the week, some parts of the huge public packet-switched network may be busier than others. When this happens, the routers that make up this system will communicate with one another so that traffic not bound for the crowded area can be sent by less congested network routes. This lets the network function at full capacity without excessively burdening already-busy areas. You can see, though, how Denial of Service attacks, in which people send millions and millions of messages to a particular server, will affect that server and the routers forwarding message to it. As the messages pile up and pieces of the network become congested, more and more routers send out the message that they're busy, and the entire network with all its users can be affected. 

Tracing a Message


If you're using a Microsoft-Windows-based system, you can see just how many routers are involved in your Internet traffic by using a program you have on your computer. The program is called Traceroute, and that describes what it does -- it traces the route that a packet of information takes to get from your computer to another computer connected to the Internet. To run this program, click on the "MS-DOS Prompt" icon on the "Start" menu. Then, at the "C:\WINDOWS>" prompt, type "tracert www.howstuffworks.com". When I did this from my office in Florida, the results looked like this: 
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The first number shows how many routers are between your computer and the router shown. In this instance, there were a total of 14 routers involved in the process (number 15 is the Howstuffworks.com Web server.) The next three numbers show how long it takes a packet of information to move from your computer to the router shown and back again. Next, in this example, starting with step six, comes the "name" of the router or server. This is something that helps people looking at the list but is of no importance to the routers and computers as they move traffic along the Internet. Finally, you see the Internet Protocol (IP) address of each computer or router. The final picture of this trace route shows that there were 14 routers between me and the Web server and that it took, on average, a little more than 2.5 seconds for information to get from my computer to the server and back again. 

You can use Traceroute to see how many routers are between you and any other computer you can name or know the IP address for. It can be interesting to see how many steps are required to get to computers outside your nation. Since I live in the United States, I decided to see how many routers were between my computer and the Web server for the British Broadcasting Company. At the C:\WINDOWS> prompt, I typed tracert www.bbc.com. The result was this: 
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You can see that it took only one more step to reach a Web server on the other side of the Atlantic Ocean than it did to reach a server two states away! 

BRIDGE 

Bridge is a networking component used either to extend or to segment networks. Bridges work at the OSI data-link layer. They can be used both to join dissimilar media such as unshielded twisted-pair (UTP) cabling and fiber-optic cabling, and to join different network architectures such as Token Ring and Ethernet. Bridges regenerate signals but do not perform any protocol conversion, so the same networking protocol (such as TCP/IP) must be running on both network segments connected to the bridge. Bridges can also support Simple Network Management Protocol (SNMP), and they can have other diagnostic features. 

Bridges come in three basic types. Local bridges directly connect local area networks. Remote bridges can be used to create a wide area network (WAN) link between LANs. Wireless bridges can be used to join LANs or connect remote stations to LANs. Bridges operate by sensing the source MAC addresses of the transmitting nodes on the network and automatically building an internal routing table. This table is used to determine which connected segment to route packets to, and it provides the filtering capability. If the bridge knows which segment a packet is intended for, it forwards the packet directly to that segment. If the bridge doesn't recognize the packet's destination address, it forwards the packet to all connected segments except the one it originated on. And if the destination address is in the same segment as the source address, the bridge drops the packet. Bridges also forward broadcast packets to all segments except the originating one. 

	Disclaimer

The contents of this article were prepared from the material available on the Internet other sources and modified by our staff to suit our users. We; however, do not tak any responsibility for the use of software and advice mentioned in the article. Users are welcome to follow the advice at their own discretion.
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